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Abstract—To enhance children’s safety online, emerging leg-
islation requires social media platforms to verify users’ age.
Current verification measures, such as submitting ID copies
or presenting digital ID raise significant privacy concerns
due to the significantly increased uploading, transmission,
collection, and sharing of sensitive identity documentation and
information. Privacy-preserving credentials such as Verifiable
credentials (VCs), a tamper-evident and cryptographically
verifiable mechanism for asserting claims, offer a promising
solution to this challenge. However, existing implementations
of VCs require issuers to run a special protocol to issue and
sign new VCs and often rely distributed ledgers, introducing
inefficiencies for some issuers.

This work proposes a novel privacy-preserving framework
with key features: (1) compatibility with existing ID systems
to minimize the operational costs from issuers; (2) disclosure
of only the verification result without revealing additional
information; (3) support for blockchain but without reliance
on it.

The main contributions of this work include: (1) designing
an efficient and privacy-preserving VC framework that seam-
lessly integrates with existing ID systems (e.g. U.S. driver’s
licenses); (2) laying the foundation for future research into
deploying VCs for various verification tasks that rely on gov-
ernment ID; and (3) addressing the tension between protecting
children online and safeguarding user privacy.

1. Introduction

To enhance safety for minors, legislators have been seek-
ing to mandate age verification for online platforms. As of
2025, 19 states in the US have implemented age verification
laws [1]. For example, Tennessee requires the match of
a real-time photo of the user with a photo from a valid
ID [2], while Texas accepts digital identification for age
verification [3]. All these measures trigger serious privacy
concerns due to the increased collection, transmission, and
storage of sensitive personal information [4] [5].

Digital ID, an electronic version of identity documents,
can be verified through digital channels and stored in smart
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phones [6]. Unlike traditional paper IDs that require physical
inspection or copying of the entire ID, digital IDs enable en-
crypted data exchanges and selective disclosure of attributes
[7], enhancing security, reliability, and privacy. Despite these
benefits, digital IDs pose challenges. First, disclosing an
exact birthdate exceeds the requirements of age-verification
laws, which only need confirmation that a user is over 18.
Second, reliance on third-party digital ID software results in
sharing sensitive information with those third parties which
can pose privacy concerns. Third, storing digital IDs on
mobile devices or in the cloud increases vulnerability to
breaches.

These challenges call for a secure, privacy-preserving,
and standardized verification method. Privacy-preserving
credentials such as anonymous credentials offer a promising
solution, enabling users to prove their eligibility without
disclosing personal information [8]–[10]. The World Wide
Web Consortium (W3C) also introduced a similar concept
named Verifiable Credentials (VCs) leveraging decentralized
identifiers (DIDs) and shared ledgers [11]. A VC, digitally
signed by an issuer, contains claims [12], and can bundle
multiple attributes, allowing users to disclose only what is
necessary. Research highlights VCs’ potential to enhance
privacy and authentication by minimizing data exposure
[13].

Under the W3C VC model, to use VCs for age verifi-
cation, issuers, usually government agencies, would create
VCs containing age-related claims and maintain a status list
(to record whether a VC is revoked or suspended), and the
holder will store the VC and make presentation to verifiers
[11]. While the W3C’s VC system offers flexibility and
scalability, it has several limitations when applied to state-
mandated age verification:

1) Compatibility issues. Some states use digital ID systems
with unique encryption and signature methods that may
not seamlessly integrate with the W3C VC model.

2) Issuer burden. For age verification, issuers like DMVs or
government agencies must generate a VC for each holder,
creating significant operational overhead and making the
W3C model inefficient for mandatory age checks.

3) Limited governmental adoption. State and federal agen-
cies are hesitant to adopt decentralized solutions due to
concerns over transparency and regulatory oversight.



Problem Definition This paper proposes an efficient,
privacy-preserving VC framework compatible with exist-
ing digital ID systems. It enables secure verification while
achieving the following objectives:

1) Verify an ID property (e.g., the holder is over 18) without
disclosing additional personal information, such as exact
age or birthdate.

2) Minimize the operational burden on issuers. In partic-
ular, the issuer should only need to perform their ex-
isting functions: issuing IDs with a digital signature,
they should not be required to change their systems to
integrate with the VC protocol itself.

3) Ensure compatibility with existing digital ID systems
by leveraging current signatures and digital attributes
(e.g., barcode data on driver licenses) without requiring
changes to their ID specifications.

4) Ensure compatibility with existing state DMV public
keys by allowing verifiers to check signatures using keys
in the American Association of Motor Vehicle Adminis-
trators’ mDL Digital Trust Service [14]

Figure 1. Proposed Improved Framework for VCs

Improved VC Framework This paper proposes an effi-
cient VC framework with no blockchain dependency in the
W3C VC model, replacing it with traditional signature val-
idation already supported by most IDs. In the W3C model,
issuers—typically government entities—must issue and sign
new VCs with age-related claims. In contrast, our proposed
framework (Figure 1) integrates seamlessly with existing ID
systems without requiring changes to current issuer practices
in most cases. While compatible with blockchain, it does
not rely on distributed ledgers or registries. Ultimately, this
framework aims to achieve the following security properties:

1) Privacy: No party (especially a verifier, even if malicious)
should get any information beyond the fact that the
credential was accepted (or rejected).

2) Soundness: If a malicious holder presents a disallowed
credential, it should not verify.

3) Completeness: All valid IDs can be verified. Valid IDs
are those with attributes that make a verifier-chosen
function return True.

4) Optional: Revocation should be possible by Issuers.
5) Optional: Freshness and security against replay.

2. Related Works

Anonymous credentials, a privacy-preserving form of
VCs that allow users to prove that they have valid credentials
without disclosing personal information (e.g. identity). The
concept was first introduced by Chaum in 1985 [8]. Later,
Camenisch and Lysyanskaya developed a fully realized
anonymous credential scheme using CL-signatures based
on RSA groups [15], [16]. Brands proposed an alterna-
tive method using pairing-free groups, with Baldimtsi and
Lysyanskaya subsequently providing formal security proofs
for this approach [9], [17]. zk-creds—an issuer-agnostic
toolkit based on Merkle Trees—has been introduced to
support flexible identity statements with zero-knowledge
proofs [10]. More recently,, CanDID, a decentralized iden-
tity system, has introduced a more user-friendly approach
to credential issuance through committee nodes [18].

A VC is a digitally stored set of claims and crypto-
graphic proofs of identity or attributes, verified by third par-
ties to ensure authenticity and prevent tampering [11]. W3C
formalizes the workflows into three steps: (1) the issuer
verifies the user’s identity, signs on and issues VCs; (2) the
user presents the VC to a verifier to prove eligibility, such as
confirming they are over 18; and (3) the verifier checks the
presentation against the registry and grants services upon
successful verification [11].

In recent years, VCs have gained significant traction
in both academia and industry, particularly within digital
identity systems aligned with the self-sovereign identity
(SSI) framework [19]. For instance, Microsoft’s Entra Wallet
Library provides tools for managing decentralized identifiers
(DIDs) and VCs for secure access control [20].

3. Contributions

1) We design and present a novel, efficient VC framework
and protocol for online verification. Our protocol always
reveals only the result of the verification check (i.e.
whether the holder has sufficient credentials or not) and
reveals no other information.

2) Our approach seamlessly integrates with existing digital
identity systems (e.g. the ISO standards) and signature
schemes used by issuers, without requiring changes to
current practices by government agencies.

3) Unlike other anonymous credential approaches for age
verificaiton like zk-creds [10], our framework eliminates
reliance on blockchain technology, significantly improv-
ing efficiency while maintaining the same privacy and
security guarantees.

4) Beyond age verification, our approach has broader ap-
plications for government-related and ID-based verifica-
tion scenarios. This work lays the foundation for future
research into deploying VCs for various government-
related verification tasks.
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